GREAT SCHOOL OF ENGLISH

Information Security Policy

Introduction

This Information Security Policy outlines the
principles, responsibilities, and practices to
protect Great School of English's
information assets from unauthorized
access, disclosure, alteration, and
destruction.

Scope

This policy applies to all employees,
customers, including candidates, who are
registered on LanguageCert approved
gualifications and other visitors who have
access to the organization's information
systems and data.

Objectives

- To protect the confidentiality, integrity, and
availability of information.

- To ensure compliance with legal,
regulatory, and contractual obligations.

- To manage risks associated with
information security.

Responsibilities

- Employees of Great School of English and
Customers: Must adhere to this policy,
report security incidents, and protect
sensitive information.

- IT Department: Manages security
infrastructure, monitors compliance, and
provides security training.

- Management: Ensures adherence to
policies, conducts risk assessments, and
promotes security culture.

Access Control

- Implement least privilege principle: users
should only have access necessary for their
roles.

- Use strong, unique passwords and multi-
factor authentication.

- Regularly review and update access
permissions.

MoniTuka iHhbopmauinHoi 6e3neku
BcTtyn

Lis MNonituka iHpopmauinHoi 6e3neku
BM3Ha4ae NpuHUMNn, oboB'a3kn Ta MeToamn
3axucTy iHopmauinHnx aktmeiB Great
School of English Big HecaHKUioOHOBaHOMO
JOCTyny, PO3KPUTTH, 3MiHM Ta 3HULLEHHS.

Cdepa 3acTocyBaHHA

Lla noniTrMka NowmMpoeTbCS Ha BCiX
CniBpOBITHUKIB, KNIEHTIB, BKIOYAO4N
KaHOMAOaTiB, AKi 3apeecTpoBaHi Ha
3aTBepmxkeHnx LanguageCert
KBanigikauiax, Ta iHWKnX BigBigyBadiB, sKi
MatloTb AOCTYN A0 iHPopMaLiiHUX CUCTEM
Ta JaHWX opraHisadii.

Uini

- 3axuaTi KOHQIAEHUINHICTb, LiMiCHICTb i
OOCTYNHICTb iHopmaLlil.

- 3abes3neunTn JOTPUMaHHS NPaBOBKX,
perynaTopHMxX Ta OOroBipHUX 3000B'A3aHb.
- YNpaBriHHA pu3nkaMmu, nos'azaHuMn 3
iHdbopMaLinHoto 6esnekoto.

O60B'sA3KM

- CniBpob6iTHUkM Great School of English Ta
knieHTn: MoBmHHI goTpuUMyBaTUCA LiEl
NoniTUKN, NOBIAOMAATU NPO IHUWMAEHTH
Gesnekun Ta 3axmwaT KoHpIgeHUinHY
iHdbopmaLito.

- IT-Bipain: Kepye iHppacTpyKkTypoto
6esneku, crigkye 3a 4OTPMMaHHAM BUMOT
Ta NPOBOAMUTbL TPEHIHIN 3 6e3nekun.

- KepiBHuuTBO: 3abesneuye ooTpuMaHHs
NoniTUKN, NPOBOANTL OLHKY PU3MKIB Ta
Crpusie pO3BUTKY KynbTypu 6e3neku.

KoHTponb goctyny

- BnposagxynTte npuHUMN HANMEHLLINX
NpuBINeiB: KOPUCTYyBaYi MNOBMHHI MaTK
[oCTyn, HEOBXiAHU NSt BUKOHAHHS CBOIX
ponen.

- BukopuctoBynTe HafinHi, yHiKanbHi
naponi Ta 6aratoakTopHy
aBTeHTUdiIKaLito.

- PerynsapHo nepernsiganTte Ta OHOBIONTE
npaea JocTyny.
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Data Protection

- Ensure secure data storage.

- Implement data classification and handling
procedures.

- Ensure secure disposal of obsolete data
and storage media.

Incident Management

- Report security incidents immediately to
the IT Department.

- Conduct post-incident analysis and
improve security measures.

Physical Security

- Restrict physical access to information
systems and areas where sensitive data is
stored.

- Use secure facilities and monitor entry
points.

Network Security

- Use firewalls, intrusion detection systems,
and antivirus software.

- Regularly update software and apply
patches.

Employee Training and Awareness

- Conduct regular training on information
security policies and best practices.

- Promote awareness of phishing, social
engineering, and other threats.

- Evaluate employee understanding through
assessments and simulations.

Compliance

- Reqgularly audit information security
practices and ensure compliance with
standards and regulations.

- Take corrective actions for any identified
non-compliance issues.

Review and Revision

- Review this policy annually or when
significant changes occur.

- Incorporate feedback and continuously
improve security measures.

- Ensure all employees of Great School of
English are informed of updates to the

policy.

3axucT gaHux

- 3abesneyte 6e3neyHe 36epiraHHA gaHUX.
- Bnposagxyinte npoueaypu knacudikauit
Ta 0O6pobKN AaHUX.

- 3abe3neyte Ge3neyvHy yTunisauito
3acTapinux gaHux Ta HociiB iHpopmaLil.

YnpaBniHHA iHUMaeHTaMu

- HeranHo nosigomnsainTe Npo iHUMaeHTn
Gesneku oo IT-sigginy.

- MpoBoabTe aHani3 nicnsa iHUMAEHTIB Ta
BOOCKOHarnonTe 3axoan 6e3neku.

®diznyHa 6e3neka

- OBbmexTe (hisnyHMn JocTyn o
iHdbopMaLinHUX cUcTeM Ta Micupb, Ae
30epiratoTbCa KOHGIAEHUIMHI AaHi.

- BukopucTtoByinTe 3axuLieHi NpuMiLLeHHs
Ta KOHTPOSIONTE TOYKN BXOAY.

MepexeBa 6e3neka

- BukopuctoByinte bpangmayepu, cuctemm
BMSIBNEHHS BTOPrHEHb Ta aHTUBIPYCHE
nporpamHe 3abe3neyveHHs.

- PerynspHo oHoBronTe nporpamHe
3abe3neyeHHs: Ta BCTAHOBMNIONTE naTyi.

HaB4yaHHA Ta 06i3HaHicTb NpauiBHUKIB

- MpoBogbTe perynapHi TPEHIHM 3 MONITUKK
Ta nepegoBmX NpakTUK iHopMaLinHoT
Gesnekun.

- MigBuwynTe 0bi3HaHICTb NPO iLLNHT,
coujiarnbHy iHXeHepilo Ta iHLWi 3arposu.

- OuiHoNTEe po3yMiHHS CcniBpOBITHMKIB 3a
[0MOMOroK OLHIOBAHHA Ta CUMYNSALLIN.

BianoBigHicTb BMMoram

- PerynsapHo nepesipsnTe NpakTukn
iHdopMauinHoi 6e3nekn Ta 3abesnevynte
BiANOBIQHICTbL CTaH4apTaM i npaBunam.

- BxnBante kopurysanbHUX 3axogis ans
YCYHEHHs1 Byab-AKUX BUSBNEHNX
HEBIANOBIOHOCTEN.

Ornsag i nepernag

- MNepernsgpanTte Lo NONITUKY LLOPIYHO abo
KON BiabyBaloTbCSA 3HAYHI 3MiHMW.

- BpaxosyiiTe Biaryku Ta nocTiiHO
BJOCKOHamoWTE 3axoan 6esneku.

- MNepekoHanTecs, WO BCi CNiBPOBITHNKM
Great School of English noiHdpopmoBaHi
NPO OHOBMEHHS NONITUKK.
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Conclusion

Adherence to this Information Security
Policy is essential for safeguarding the
organization’s information assets and
maintaining trust with partners and
customers. All members of the organization
are responsible for understanding and
implementing these guidelines.

BucHoBOK

HoTpumaHHs uiei MNMonitnkn iHpopmauinHoT
6e3nekn Mae BaxknmBe 3HaYeHHS ANs
3axXuUCTy iHOpMaLNHNX akTUBIB opraHisauii
Ta NigTPUMKKM OOBipW 3 NapTHeEpaMu Ta
KnieHTamu. Bci YneHun opraHisauii HecyTb
BiQNOBIAaNbHICTb 3a PO3YMIHHA Ta
BMKOHAHHS LUUX Npasun.




